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1. IMacmopT padoueii nporpaMmmbl y4eOHOW THCUUIIIIMHBI
«MudopmanmonHas 0€30MaCHOCTb)

2.1. Ob6gacTh NpUMeHEHHsI POTrPaMMbI

PaGovass mporpamma y4eOHOW TUCHMIUTMHBI SIBJIIETCSI YacThbIO OCHOBHOH NpPOQecCHOHATBHOM
00pa3oBaTeNbLHON MPOTPaAMMBbI ITOATOTOBKH KBATHU(PUITMPOBAHHBIX PAO0YHX, CIY>KAIINX B COOTBETCTBHUH
¢ ®I'OC 09.01.03 «Mactep nmo obpadoTke 1udGpoBoit HHGOPMAITII

PaGouvas mporpamma y4eOHOM TUCIUTUTMHBI MOYKET OBITh MCIIOJIb30BaHA!

— KakK JIOTIOJIHUTENIbHBIE MOJYJIH OOy4eHUs B MHTErpanmuu ¢ npeameramu «MHpopmartuka» u
(mwm) «OBX»

— B paMKax OTJeIbHOT0 ydeOHoro kypca «MHdpopMannonHas 6e€30macHOCTbY sl BHEYPOUHOM
NESATEIPHOCTH IO BBIOOPY M3 o0BbeMa 4YacoB, (HOPMUPYEMBIX CaMOCTOSTEILHO O0pa30oBaTEIbHOM
OpraHu3alueil;

— B paMKax 4acoB, MPEAYCMOTPEHHBIX II0 MPOrpaMMe BOCIHTAHUA (COLMANM3AINK) B
0o0pa3oBaTeNnpHON OpraHu3alluy AJs pa3HbIX YpOBHEH o011ero oopa3oBaHus

2.2. Mecro y4eOHOW AUCHUIUIMHBI B CTPYKType OCHOBHOW MNpPo(ecCHOHATbHOM
o0pa3oBaTe/IbHOIl NPOrpaMMbI/IPOrpaMMbl  NMOATOTOBKH KBAJU(UIHMPOBAHHBIX PadoOUMX,

cayxammx: ydeOHas JUCHUIUIMHA BXOAUT B MNPOGECCHOHANBHBIA MK  Kak
obmenpodeccuoHanbHask JUCHUILIMHA

2.3. Hean u 3ap0a4M y4eOHON IUCHMILIMHBI — TPeOOBAHUS K Pe3yJIbTATaM OCBOCHHS y4eOHOM
JUCHHUILINHDI.

OOyuaromuiicsi, OCBOMBIINI TUCIUIUIMHY, AOJDKEH 00J1a/1aTh CIEAYIOIUMHI 3HAHUSAMU:
- CYIITHOCTh U MOHATHE UH(OPMAIIMOHHON 0€30I1aCHOCTH, XapaKTEPUCTUKY €€ COCTABIISAIOIINX;
- MeCTO MH(OPMAIITMOHHOW GE€30MaCHOCTH B CUCTEME HALMOHAIBHOM 0€30MacHOCTH
CTpaHBbI;
- BUJIbI, ICTOYHUKHU M HOCUTEIH 3aIIUIIIaeMOi HHPOPMAIIHH;
- HICTOYHHUKH yTpo3 0€30MaCHOCTH MH()OPMAIIUU U MEPHI IO UX MPEIOTBPAIECHHIO;
- (pakTOpPBI, BO3/ICUCTBYIONINE HA HHPOPMALIUIO TIPU €€ 00paboTKe B
aBTOMAaTU3MPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEMAX;
- )KM3HEHHbIE UK HHQOpMAIH
OrpaHUYEHHOI0 JOCTYIA B MpOLECCE ee COo3/1aHusl, 00paboTKH, epeaayy;
- COBPEMEHHBbIE CPEJCTBA U CIIOCOOBI o0ecredeHnss HHPOPMALIMOHHOM 6€3011acHOCTH;
- OCHOBHBIE METOJIMKU aHaJIN3a YTPO3 U PUCKOB MH(DOPMAITMOHHON
0€301MacHOCTH.
OO0yuaromuiicsi, OCBOMBIINN TUCITUTIINHY, JOJKEH 00J1a1aTh CISAYIOMUMHA YMEHUSIMH:
- KJIacCHOUIMPOBATh  3alIMIIACMYIOMHQOPMANWIO MO  BHIAM  TalHBI  HCTETCHSIM
CEKPETHOCTH,
- KJTacCU(pUIMPOBAaTh OCHOBHBIE YTPO3bI 0€30MACHOCTH UH(POPMAITUH.
2.4. PexoMeHn1yeMoe KOJIHYECTBO YACOB HA OCBOEHHE NMPOrpaMMbl Y4eOHOM IUCHHMIINHBI:
MaKCUMaJIbHOU y4eOHOW Harpy3ku oOyuatomierocs 48 4acoB, B TOM YHUCIIE:
- 00s13aTeNnbHOM ayTUTOpPHOI yueOHOI Harpy3Kku obyyaromerocs 32 Jaca,
- CaMOCTOSITEIBLHOM paboThl 0OyJarorerocs 16 yacos.



3. CTpykTypa u cojep:kaHHe padoueii mporpaMMbl y4eOHOI AUCIUNIIHHBI

3.1. O0beM yueOHOM IMCHUTIMHBI M BUIbI Y4eOHOH padoThI

. O0bem
Buna yueOHoii padoThl
qacoB
MaxkcumasnbHasi yueOHasi Harpy3ka (Bcero) 48
O0s13aTe/IbHASI AYTUTOPHAN YUeOHAsH Harpy3Ka (Bcero) 32
B TOM YHUCIJIE:
nabopaTopHbIE pabOTHI -
MPAKTUYECKHUE 3aHATUS 24
KOHTPOJIbHBIE PAOOTHI -
KypcoBasi pabota (poekT) (eciu npedycmompeHro) -
CamocrosiTeibHas padora o0yuyaouerocs (Bcero) 16
Hmoeosas ammecmayus 6 ¢hopme nuddHepeHInpOBaHHOTO 3a4eTa
3.2. TeMaTH4ecKkuii MJIaH U cojiep:kaHue Y4eOHOH TUCHMIIHHBI
HaumeHnoBanue Coaep:xkanue yueOHOro MaTepuaJia, JjadoparopHble Oo0bem Yposensb
pa3aesaoB M TEM PadoThl M MPAKTHYECKHE 3AHATHS, CAMOCTOSITEIbHAS 4acoB 0CBOEHMS
padora o0y4aromuxcs
Paspnesn 1.0cHOBHBIE COCTABJIAIOINECHH(DOPMALOHHOM 0€3011aCHOCTH
Tema 1.1 Coaep:xkanue yueOHOro MaTepuaJa 2
OcHoBHble noHATHA | Kinaccupukammsa yrpos. Kiaccudukanus cpeacTB 3aIiuThl 1
uHpopManmoHHOil | undopmaiun. MeToapl W CPEACTBA  OPraHU3ALUOHHO-
0e30macHOCTH. NpaBOBOM 3aIUTBl MHpOpManuu. MeToasl M CpeacTBa 2
MHXCHCPHO-TCXHUYCCKOU 3allIUTHI
IIporpaMMHblE ¥ IPOrpaMMHO-ANNApPaTHBIE METOAbl U 1
cpencTBa obecrnedeHuss HHPOPMAITMOHHON 0€3011aCHOCTH
CaMocTosiTe1bHast padoTa 00y4Yarouxcst 4
W3ydyeHue  NONOJIHUTENBHOM  JIMTEPATYpbl U JAPYTUX 4 3
HCTOYHHKOB
Pa3gen 2. CpeacrBa 3a1uThl HHGOpManuu
Tema 2.1 Coaep:xanue yue0HOT0 MaTepuasa 2
Kpunrtorpaguyeckne | Beenenue B OCHOBBI  COBPEMEHHBIX  IIMPPOB ¢ 1
€rnocoobI CHUMMETPUYHBIMKIIIOUOM. MonynbHas apudMeTHKa.
3aLUTHI CpaBHeHuss ©  MaTpuupl. TpagunuoHHble IIUQPBL €
uHopmanun CHMMETPHYHBIM KIIOYOM. AnreOpandecKuecTpykrypbl. I1os.
YcoBepieHCTBOBaHHbIH  cTanmaapt mudposanus(AES —
AdvancedEncryptionStandard). [MpocTeieuuncna.
KBanparnuHoe cpaBHeHue. Kpunrorpaduueckas cucrema
RSA. Kpunrocucremsl. [IpocTbie KpUNITOCHCTEMBI.
[udppoBanreMeToJ0M3aMEHBI(TIOICTAHOBKH). 1
OnHoalaBUTHASIIOICTAHOBKA. MsuoroandaButHas
OJIHOKOHTYpHasi OOBIKHOBEHHAsh TOJCTAHOBKA. TaOJHUIIbI
Bwxurepa. MsHoroandaButHast OJTHOKOHTYpHas 2
MOHO(OHHYECKas HOJICTaHOBKA. MHoroandaBuTHas
MHOTOKOHTYypHass mnojcraHoBka. llludposanue wmeronom
nepectaHoBku. Ilpoctass mnepecranoBka. IlepecraHoBka,
yciokHeHHas! o Tabnune. IlepecraHoBka, yciosKHEHHas IO
mapmpyram.  lludpoBanne  MeTogoM  raMMHpOBAHHS.
[IndpoBanue C MOMOIIBIO AHATUTHIECKUX HMPEOOpa3OBaHMH.
KomOnHnpoBaHHbIe METOJIBI muppoBaHusL.
CranpapteimugpoBanns. CraHmapT IIUQPOBaHHUS JAHHBIX
DataEncryptionStandard. Pexwumsr pabotsl anroputma DES.
Anroputm mmudpoBanus naHHeIX IDEA. OOmas cxema
anroputMma IDEA
CamocTosiTe1bHasi padoTa 00y4Yarouuxcst 4
W3yyeHue  OONOJIHUTENBHOM  JIMTEPATypbl U JAPYTUX 4 3

HUCTOYHHUKOB




Tema 2.2 Copep:xanue yue0HOTr0 MaTepuaJa 2

AHTHBHpYCHasI OOmue TOHATHS AHTUBUPYCHOM 3alUTBL. Y SI3BUMOCTH. 1
3alUTa Knaccudukanms  BpenoHocHbIX — mporpamm.  [IpusHaku
MPUCYTCTBUSI  HAKOMIIBIOTEPE  BPEIOHOCHBIX  IPOTPAMM.
MeToabl 3alUTHI OT BPEIOHOCHBIX MPOTPAMM. 2
OcHOBBI pabOTHI aHTUBUPYCHBIX mporpamMMm. CHUTHaTYpHBIA H 1

sBpucTHUeckuii aHamu3. Kiaccudukamus aHTHBHPYCOB.
Pexxumpl pabOTH aHTUBHPYCOB. AHTHBHPYCHBIE KOMIUIEKCHI

I[IpakTHyeckue 3aHATHSA 20
Vcrionp30BaHUE BCTPOCHHBIX CPEICTB 3aIIUTHI CHCTEMBI 2
VYcraHoBKa OECIUIATHBIX AHTHBHPYCHBIX MPOrpaMM  Ha 2
npumepe AVG, Avira, Avast.

Hactpoiika u o0OHOBIeHHE OECIUIATHBIX AHTHBHPYCHBIX 2
nporpamm Ha npumepe AVG, Avira, Avast.

YcraHoBKa CpeiCTB 3aIUTHI OT JabopaTopuu «Kacmepckuii» 2
u goktop BOB.

Hacrpoiika u 0OHOBJICHHE CPEJICTB 3alUTHl OT Ja0OPaTOPUU 2 3
«Kacnepckuit» u nokrop BOb

[TpoBepka KOMIIBIOTEpA HAa HAJIMYHE YIPO3 2
IIpoBepka HocUTeNeH Ha HAJIMYUE YTPO3 2
Hcnonb3oBaHue  CHEUUAIBHBIX ~ AHTUBUPYCHBIX  yTHIIUT, 2
HCOPABJIAIOIINX MMOCICIACTBUL BprCHOﬁ aTaKu

Boprba ¢ pekIaMHBIMH ¥ HIMTHOHCKUMU ITPOrpaMMaMu 2
Hactpoiika MexceTeBoro 3xkpaHa 2
CaMocTosiTe1bHast padoTa 00y4Yarouuxcst 4
W3ydyeHue  NONOJIHUTENBHOM  JIMTEPATYpbl U JAPYTUX 2

HCTOYHHUKOB 3
IToAroToBKa K MPaKTHYECKHM paboTam

N

N

Pa3nen 3. CereBas 6e30macHOCTh

Tema 3.1 YpoBHH aHTHBHPYCHOW 3aIllUTHL.YPOBEHb 3aIUTHl Pab0OUUX 1
3ammuTa CTAaHUUI M CETEBBIX CEPBEPOB. YPOBEHB3AIIUTHI IIOYTHIL.
uHdopManuu B YpoBeHbp 3amMTHI LITIO30B. lleHTpaaM30BaHHOEYNIPABIICHHE
KOMIIbIOTEPHBIX aHTUBHPYCHOM 3ammToil. Jlormueckas cerb. CxemacOopa
ceTax CTaTUCTHKY B CUCTEME aHTUBUPYCHOH 3alUTHI. YTIpaBICHUE
KIIfoYaMHy InugpoBaHus M O6e3omacHOCTh ceTu. LlemocTHOCTh 2
coOOIIeHNsT ¥ YCTaHOBJCHWE IIOUIMHHOCTH COOOIICHHMS.
Kpunrorpaduueckue xom-pynkuuu. [{udposas mnoxmuce.
Y CTaHOBJICHHETIOUTMHHOCTH 00BEKTa. YTIpaBIeHHE KIIFOYaMH.
be3zonacHocTs Ha mNpuUKIaAHOM YpoBHE. be3omacHocTh Ha
TPAHCHOPTHOM YpOBHE. be30macHOCTs Ha CETEBOM YPOBHE.
IIpakTHyeckHe 3aHATHSA
[TaponbHBIN KOCTYN U apoJbHAS ayTeHTH(UKAIIUS
Co3nanue nupoBOii MOIHCH
CamocTosiTe1bHast padoTa 00y4Yarouuxcst
V3ydyeHue  [OTMONHUTENBFHOW  JIMTEPATypel M JIPYTHX
HCTOYHHKOB 3
ITonroToBKa K MpakTHYECKUM paboTam 2

[E

NN NS

Bceero: 48

JUis  XapakTepUCTHUKH ypPOBHS OCBOEHHS yuyeOHOro Marepualia HCIOJIb3YIOTCS — CJeAyIoIIHe
0003HaUEHMUSL:

1 - o3HakoMUTENbHBIN (Y3HaBaHUE PaHEE U3YUYEHHBIX 00BEKTOB, CBOMCTB);

2 - penpoIyKTUBHBIN (BBINOJIHEHHE ACATEIBHOCTH IO 00pa3ily, MHCTPYKIIMU WU O PYKOBOJCTBOM)

3 - MPOAYKTWBHBIA (IUTAHUPOBAHHE M CAMOCTOSITEIFHOE BBITIOJHEHUE JEATENBHOCTH, DPEIICHHE
NpoOJIEeMHBIX 3a71a4).

4. YcaoBus peajusanuu y4eOHOM JUCHMIIIMHBI

4.1. TpeGoBaHNs K MUHHUMAJIbHOMY MATEPHAJBHO-TEXHUYECKOMY 00ecCIeYeHUI0



Peanu3arus nporpaMMbl JUCIMILTAHBI TPEITIOJIaracT HAJIMYUEe ydeOHOro KaOWHeTa.
OobopynoBanne y4eOHOro KaOuMHeTa:

e paboyee MECTO MPEIOIaBaTEIIS;

e pabouyrie MecTa 10 KOJIHYECTBY O0YJarOIIUXCS;

® HarsgHBIC TOCOOUS (TaOIUIBI, CXEMBI U T.1T.).
TexHuueckue cpeacTBa 00y4eHHs :

® KOMITBIOTEP MO KOJIMYECTBY OOYJArOIIUXCS,

®  BHJICOTIPOCKTOP;

® HHTEpAKTHUBHAS JIOCKa

4.2. UuopmanmnonHoe odecnevyeHne 00ydeHust

IlepeyeHb peKOMeHayeMbIX Y4eOHbIX U31aAHUI,
HNuTepHeT-pecypcoB, J0MOJTHUTEIbHOM JTUTEPATYPHI

OCHOBHbIE HCTOYHHKH:

1. KnetimenoB C.A., MenpaukoB B.II. HuapopmanmonHnas Oe3omacHOCTh. Y4yeOHOE mocoOue s
CTY/ICHTOB YUpEeXKIEHHI cpepHero npogeccuonansHoro oopaszoBanus. ['pup MO PO. 7-e uzn. - M.:
UznarenscrBo: Akanemus, 2012. — 336 c.

JlonotHUTe/IbHbIE HCTOYHUKU:

1. IlonoB B.b. OcHOBbl HMHQOPMAIMOHHBIX M TEIEKOMMYHHUKAIIMOHHBIX TEXHOJOTUH. OCHOBBI
nHpopMannoHHOK O6e3omnacHocTU: YdyeOHoe nocodue — M.: dunancel u ctatuctuka, 2005. — 176 c.

2. C.II. PacropryeB OcHOBBI HHPOpPMAIMOHHOM Oe3omacHocTH — M.: Akagemus, 2007. — 192 c.

3. E. b. benos, B. II. Jlocs, P. B. MemepsikoB, A. A. HlenynanoB OcHOBBl HH()OPMAIIOHHOM
6e3omacHoct — M.: ['opsiaas Jluaus — Temekom, 2006. — 544 c.

4. HupnoB B.JI. OcHoBbsl uH(poOpMannoHHON Oe3omacHocTu: KpaTkuih Kypc/Ilpodeccuonanbuoe

obpaszoBanue. — M.: @ennkc, 2008. — 400 c.

Ilepeuennb yueOHO-MeTOAMYECKOT0 0OecriedeHHs IS CAMOCTOSATEIbHOi padoThl 00y4aroIuXcs 1Mo
AUCHUILINHE:

1. Jlamonuna O.P. Kpunrorpaduueckue ocHOBBI Oe3omacHOCTH — [DnekTpoHHBIM pecypc] — URL:
http://www.intuit.ru/

2. ®opoy3an b.A. Marematuka kpunrorpapuu u Teopus mudpposanus. Ilep. A.H. bepnun. —
[Onekrponnslii pecype] — URL http://www.intuit.ru/

3. KoneeB U.P. Undopmarmonnas 6e3omacuocts npennpusitusi. [Tekcr]./ .P.Konees, A.B.benses. -
CII6.: BXB-Iletepoypr, 2003

HNurepHer-pecypcenl:
http://fcior.edu.ru/ - deaepanbHbIii IEHTP HHOOPMAIIMOHHO- 00pa30BaTEIbHBIX PECYPCOB
http://www.edu.ru/ - denepanbHbie 00pa30BaTEIbHBIC PECYPCHI
https://www.kaspersky.ru/ — Web-caiit paspaboTunkos antuBupyca «Kacnepckuii»
https://www.drweb.ru/ — Web-caiit pazpaboTunkoB aHTUBUpYCca «10KTOp BOBY»
https://www.avg.com/ - Web-caiit paspaboTunkos antusupyca «AVGy»
https://www.avira.com/- Web-caiiT pa3paboTunkoB aHTUBHpYca «AVira»
https://www.avast.ru/— Web-caiit paspaboTunkoB anTuBrpyca «Avasty

5. KOHTpOJIb 1 OlIeHKA Pe3yJIbTATOB 0CBOEHHS YYeOHOI TN CIMILIHHBI

NogakrwnpE

OCHOBHOW 1I€bI0 OLEHKH OCBOCHMS YUEOHON AMCUUIUIMHBI SIBISETCS OIIGHKAa OCBOEHHBIX
YMEHUI U YCBOCHHBIX 3HAHHM.

OneHka KadyecTBa OCBOCHHs y4eOHOW IMCIMIUIMHBI BKIFOYACT TEKYLIUH KOHTPOJIb 3HAHHM,
MIPOMEXYTOUHYIO U UTOTOBYIO aTTECTALMIO0 00Y4arOIIHUXCSl.
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KoHTpo/ib M oOLEeHKa pe3ynbTaTOB OCBOEHUS Y4YEOHOW AMCUMIUIMHBI OCYIIECTBISETCS
mpernojaBaTeNieM B Ipollecce MPOBEACHUS MNPAKTUYECKHX 3aHATHH M 1abopaTopHBIX padoT,
TECTUPOBAHUS, a TaKKe BBHINOJHEHUS OOYyYalONIMMKCS HWHAWBUIYAIbHBIX 3aJaHUil, MPOEKTOB,

UCCIICTIOBAHUH U IPYTUX (HOPM.

Pe3yabTarsl 00yyeHus
(0CBOEGHHBbIE YMEHUSs1, YCBOCHHbIE 3HAHUS)

®opMbI M MeTOAbI KOHTPOJIS 1 OLlEeHKH
pe3yJabTaToB 00y4YeHHsl

3HaHHUs:

- CYIIHOCTh WM MOHATHE WH(OPMAIMOHHOU
0e301MacHOCTH, XapaKTePUCTUKY ee
COCTaBJISIONINX;

- MecTo MH(pOPMalMOHHONW 0€30IacHOCTH B
CUCTEME HAIMOHALHOW 0€30TaCHOCTH
CTpaHbl;

- BUABl, HUCTOYHUKA W  HOCHUTEIH
3amunaeMoi nHpopMaIum;

- HMCTOYHUKHU yrpo3 0e30macHOCTH

uHpopManuu u Mepbl o ux
MPEA0TBPAIIECHUIO;
- (bakTopsl, BO3/ICICTBYIOIINE Ha

nHbopManuio pu ee 06padoTke B
aBTOMATU3MPOBAaHHBIX  (MH(POPMAIIMOHHBIX )
CUCTEMaAX;

- )KU3HCHHBIC ITUKJIBI HHQOpMAIHH
OTPaHMYEHHOTO JOCTylla B IIpoIecce ee
co3aaHusi, 00pabOTKH, Mepeadm;

- COBPEMCHHBIC CpEICTBA M  CIIOCOOBI
obecrieueHus uH(}OpMaIMOHHOM
0€30I1acHOCTH;

- OCHOBHBIE METOJMKH aHalu3a Yrpo3 u
PUCKOB MH(POPMAILITIOHHOM

0€30acCHOCTH.

VYerHbIl onpoc
DKcnepTHas OLEHKApe3yJIbTaToOB
JeSTeIbHOCTHOOYYAIOIIEeTroCsl IPU
BBITIOJIHCHUH M3AIIUTE PE3yIbTaTOB
MPAKTUYECKUX3AHITHH.

YmMenus:

- KJIaCCU(HUIIUPOBATH
3alUIIaeMyIOUHPOpMaluI0 10  BUJAM
TafHbl HCTENEHSIM CEKPETHOCTH;

- KJaccH(UIMPOBATh  OCHOBHBIE YIPO3BI
6e30nacHOCTH HH(POPMALIUH.

YeTHBII onpoc
OKcnepTHas OLIEHKAPE3yJIbTaTOB
JeSTeIbHOCTHOOYYaOUIerocs Ipu
BBIIIOJIHEHUH U3AIIUTE PE3YyIbTaTOB
MIPAaKTHYECKUX3aHATUN.

HroroBoii arrecTanuei 1o JUCHUILINHE HBHHCTCHI[I/I(I)d)eDeHHI/IDOBaHHHﬁ 3a4€T

PazpaboTumnku:

- [Ipenonasarens y6unun K.B./




